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Architecture

BRN INTEGRATED ARCHITECTURE -
JRINGING THE PIECES TOGETHER

By David W. Godso, JPEO-CBD SSA Chief Software Architect

Previously published in the Chem-Bio Defense Quarterly magazine
Please see Article Updates on page 6

An Introduction to Architecture

| he Department of Defense (DoD) defines “Architecture” as “the structure of components, their
relationships, and the principles and guidelines governing their design and evolution over time.” As

DoD drives all capabilities toward Net-Centric Operations and Warfare (NCOW), architectures provide a

critical mechanism for:

*  Understanding operational concepts and their relationship to capabilities, technologies, systems, and

standards (Figure I).

*  Anticipating changes in operational concepts or changes in automated capabilities.

*  Acquiring both materiel and non-materiel assets.

*  Developing a roadmap that takes us from where we are to where we want to be.

(Continued on page 4)
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Information Assurance

| he JPEO-CBD Software Support Activity (SSA) Information Assurance (IA) team provides
technical expertise related to all aspects of DoD IA certification and accreditation processes
for JPEO-CBD systems. Currently the IA team is working to coordinate the transition from the DoD
Information Technology Security Certification and Accreditation Process (DITSCAP) to the DOD
Information Assurance Certification and Accreditation Process (DIACAP). This article provides infor-

mation on DIACAP and the transition process.

DIACAP Defined
The DoD is transforming its information security posture in response to changes in Information Tech-

nology (IT) and Federal requirements and guidelines. There have been many changes in the way the
DoD acquires, uses, and operates IT. The E-Government Act Title Ill of the E-Government Act, Fed-
eral Information Security Management Act (FISMA), which requires Federal departments and agencies

to develop, document, and implement an organization-wide program to provide information assurance.

DIACAP DoDI 8510.bb, Interim Guidance Memorandum was released in July 2006, outlines a new
integrated and automated process for the Certification and Accreditation (C&A) of all DoD informa-
tion systems and for determining whether these systems should be authorized to operate. It super-
sedes DODI 5200.40 and DoD 8510.1-M. It is the newest method for identifying, implementing, and
validating information assurance controls and for managing information assurance posture across DoD
information systems consistent with the FISMA. It introduces automated tools, Knowledge Service
(KS) and Enterprise Mission Support Services (€MASS) to allow for collaboration and integration with

the Global Information Grid (GIG) environment.

DIACAP was created to provide guidance and integration for compliance with GIG. DIACAP is a
dynamic process in which IA posture is reviewed not less than annually. It has a DoD enterprise C&A
decision structure and implements enterprise level baseline IA Controls based on the IS Mission As-
surance Category (MAC) and Confidentiality Level (CL). IA Controls may be augmented at the DoD
Component level and the IS level. DIACAP places the responsibility of establishing DIACAP objectives,
context & decision structure on DoD Senior Information Assurance Official (SIAO) and the Principle

Approving Authority (PAA) representatives.

DIACAP ensures that DoD is consistent with FISMA, DoDD 8500.1 and DoDI 8500.2 and supports
net-centricity through an effective and dynamic C&A process.

If you have questions about DIACAP or how it applies to you, please contact the SSA IA Lead, CK
Kwiatkowski, at (619) 553-5382, or the SSA IA Deputy, Suzana Meszaros, at (619) 664-4479.

Integration & Test

MODELING AND SIMULATION 101:AN INTRODUCTIONTO M&S

| o provide a common
understanding of terms

within the community, Model-
ing and Simulation (M&S)
was carefully defined in Depart-
ment of Defense Directive
DoDD 5000.59. A model is a
physical, mathematical, or oth-
erwise logical representation of
a system, entity, phenomenon,
or process, while a simulation

is a method for implementing a
model over time. As projects
become more complex in gov-
ernment and industry, and as
the testing costs of large sys-
tems increases, M&S provides
an increasingly valuable tool for
analyzing and understanding the
behaviors of complex systems.
M&S plays a key role in the
Chemical, Biological, Radiologi-
cal and Nuclear Defense

(CBRND) community because
much of the CBRND activities
are restricted by environmental
laws such as the Clean Air Act.
Many CBRN programs would
have serious social/political
implications if their testing and
experimentation activities were
conducted in normal open
environments. Therefore,
much of the CBRND testing

(Continued on page 7)




Standards & Policy

A policy area receiving increased attention in JPEO-CBD is the Information Support Plan (ISP). The ISP is di-
rected by DoD Instruction 5000.2, Operation of the Defense Acquisition System, and is part of the Clinger-

Cohen Act Compliance. All IT and National Security Systems (NSS) programs must have an ISP.

DoD policy requires the Heads of the DoD Components to establish an internal ISP management process that
includes coordination with all affected DoD Components. Even though DoD policy also states that DoD Compo-
nents shall manage the review of all ISPs within the Component organization, ASD(NII) wants to ensure that Joint

program’s ISPs are coordinated with the Service’s that will be using their products.

The automated tool prescribed for coordinating ISPs won’t route ACAT Il and Ill ISPs to DoD Components unless
they are on a special interest list. For these JPEO programs that aren’t on the list, S&P is collaborating with OSD,

CJCS, and the automated tool manager to work out a solution to this problem.

If you have questions about the ISP, or other standards and policies, please contact Dan Reuben at
dreuben@spawar.navy.mil

Help Desk

4 | \ JPEO-CBD unveiled the CBRN-  customers may call the 24/7
he SSA Help Desk Information Resource Center toll free number (800-831-
team established the (CBRN-IRC) in an effort to 4408) for assistance. The

CBD IT Help Desk in 2006 to provide a consolidated one CBRN-IRC may also be con-

provide more complete IT number Tier | solution for tacted via NIPRNET email,

support to the war fighter; Help Desk support. The CEH@ria.army.mil or FAX

namely a 24/7 call center capa- CBRN-IRC acts as a hub for (309) 782-1919.

bility, an enterprise level prob- accessing all the resources

lem management system, and available to resolve customer Seamless access to JPEO-CBD

the beginning of a knowledge inquiries. In the process of product support organizations

database system to enhance resolving their issue, customers s a primary goal of the JPEO,

Tier | problem resolution ca- may be connected with addi- and the SSA Help Desk team is

pabilities. tional Tier 2 or 3 support re- currently working with the

sources such as the CBD IT CBRN-IRC team to integrate

In the I** quarter of FY07 the Tier 2 Help Desk. JPEO-CBD (Continued on page 9)
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CBRN Integrated Architecture—Bringing the Pieces Together

(Continued from page 1)

An architecture description is defined
to be an integrated architecture when
products and their constituent architec-
ture data elements are developed such
that elements defined in one view are the
same (i.e., same names, definitions, and
values) as elements referenced in an-
other view. Integrated architectures with
Doctrine, Organization, Training, Mate-
riel, Leadership & education, Personnel,
and Facilities (DOTMLPF) information
provide important tools to facilitate co-
ordination between requirements docu-
ment developers, planners, program-
mers, budgeters, system acquirers and
developers, and interoperability enforc-
ers. These architectures:

*  Clarify roles, boundaries, and inter-
faces between components of large

System of Systems (SoSs).

*  Influence participants in require-
ments generation, acquisition, re-
source allocation, interoperability

enforcement, and waiver processes.
*  Are the primary tools for enterprise

level systems integration.

The SSA Architecture Team
The SSA Architecture Team looks

across the Joint Program Executive Of-
fice for Chemical and Biological Defense
(JPEO-CBD) Programs of Record for
common systems and software engineer-
ing themes. The overarching goal is to
facilitate reuse and align programs to net-
centric Service Oriented Architectures
and implementations based on the DoD’s
Data Strategy. The SSA Architecture
Team serves as the JPEO-CBD Software
Integrated Product Team (IPT), reporting
directly to the JPEO-CBD Chief Systems
Engineer (CSE), having Chief Software
Architect (CSA) responsibilities across

JPEO-CBD.

The JPEO-CBD SSA Architecture

Team is chartered to:

*  Develop, validate, and implement a
technical Command, Control, Com-
munications, Computers, and Intelli-
gence (C4I) architecture in support
of the operational requirement
developed by the Joint Require-
ments Office JRO) DoD Architec-
ture Framework (DoDAF) compli-

ant Integrated Architecture.

*  Maintain and shape the Integrated
Architecture to address new tech-
nology, changing assumptions, and
emerging requirements, including
transition and mapping to the
Global Information Grid (GIG) 2.0
and the NCOW Reference Model

(RM).

sources on CBDP-specific problems.
*  Understand the pieces that cur-

rently exist, how they relate, where
we need to go to achieve the net-
centric vision, and provide recom-
mendations to senior leadership to
move the Enterprise in DoD’s in-
tended “DoD as a net-centric enter-

prise” direction.

Integrated, dependable, safe, small, net-centric wireless CBRN capabilities and

*  Maintain common frameworks that
support and specify integrated indi-
vidual, family or system of systems,
including applicable operating sys-
tems, programming languages, tools,
and core components as applicable.

The SSA Architecture Team has
three fundamental operating princi-

ples:

*  Provide support to programs re-
quiring expertise in systems and
software engineering as it relates to

meeting program milestones.

*  Provide strategic technical expertise
in terms of specification develop-
ment, technology evaluation, and
identification of common services
and standards such that all
“information technology” across the
Chemical Biological Defense Pro-
gram (CBDP) can be reused so
CBDP programs can focus re-

situational

SSA Architecture Team Activities
Stewardship of Architecture and Data

Products Creating a Memorandum of
Understanding (MOU) Among Stake-
holders.

Our initial challenge was to distill tre-
mendous amounts of DoD policy and
instructions related to capabilities (CJCSI
3170.01 Series) and architecture devel-
opment (DoDAF) into something CBRN
stakeholders could easily understand and
employ. We needed a definitive way to
understand who was responsible and
accountable for what products. We
wanted a process for architecture prod-
uct creation and evolution that yielded
CBRN Warfighter Capabilities that re-
flect how we must fight in the 21st cen-
tury. In an effort to codify the responsi-
bilities in architecture and data product
development the SSA, in conjunction

(Continued on page 5)
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(Continued from page 4)

with the JRO-Chemical, Biological, Ra-
diological, and Nuclear Defense (JRO-
CBRND) Architecture Team, created a
key MOU between JRO-CBRND and
JPEO-CBD. The MOU, “Stewardship of
Department of Defense (DoD) Chemi-
cal, Biological, Radiological, and Nuclear
(CBRN) Architecture Products,” was
signed by Brig. Gen. Stephen Reeves,
JPEO-CBD and Maj. Gen. Howard Brom-
berg, Director, JRO-CBRND.

This MOU ensures that the compo-
nents of the CBRN architecture are
developed in a coordinated manner re-
sulting in an integrated CBRN data
model and architecture for the CBRN
Community of Interest (COI). The archi-
tecture encompasses DoD-wide CBRN
processes and all architecture and data
products produced as part of the re-
quirements and acquisition processes for
CBRND Programs of Record by the
JRO-CBRND and JPEO-CBD. It is critical

that we provide:
*  Seamless linkage of the DoD CBRN

architecture products and data.
*  Relationships between and over-

arching responsibilities of the or-

ganizations of stewardship of the

architecture products

*  Architecture and data products that
use the same language with the
same meaning to minimize duplica-
tion of effort and information con-

flicts.
IMPLEMENTING THE MOU

Configuration Management Plan
The MOU outlines responsibility for

DoD-wide baseline releases of each Pro-
gram of Record’s architecture and data
products. Furthermore, it specifies the
establishment of a Joint CBRN (JCBRN)
Configuration Management Plan (CMP),
to manage change across products.

The JCBRN CMP is in draft and has
been reviewed by the Services. In addi-
tion, Architecture and Data repositories
have been created on the JPEO-CBD
Integrated Digital Environment (IDE) that
contain latest releases of baselined
CBRN Architecture and Data products
(contact Mrs. Denise Milligan —dmilli@

spawar.navy.mil, for more information).

Configuration Management of Com-
mon Reusable Product Lines is Key!

Working Groups
Two technical working groups have

been established in the areas of Data and
Architecture, which consist of partici-
pants from the JRO-CBRND and JPEO-
CBD JPMs.

Data — For some time now, the Joint
Program Manager Information Systems
(JPM IS) Data Team has been releasing
CBRN Data Model, CBRN Extensible
Markup Language (XML) Schema, and
CBRN Style Guide products and holding
working group meetings to vet updates.
Traditionally, these meetings have been
focused on JPM IS Programs of Record.
However, with the establishment of the
SSA, the SSA Data Management func-
tional area now coordinates Data Model
release and reviews across the CBDP, via
a JCBRN Data Working Group (DWG).
The meetings occur in conjunction with
Data product releases (contact Dr. Tom
Johnson, JPM IS Data Acquisition Pro-
gram Manager (APM) and SSA Data Man-
agement Lead - thjohnso@nps.edu, for
more information).

Architecture — The JRO-CBRND
Architecture Team and the JPEO-CBD
SSA Architecture Team have stood up a
JCBRN Architecture Working Group
(AWG). The JCBRN AWG discusses
requirements, systems, and technical
issues which span more than one Pro-
gram of Record, and subsequently re-
solves issues and makes enterprise rec-
ommendations to senior leadership. The
meeting is scheduled on the second
Wednesday of every month at 10:00

Configuration Management (CM)

P o Vo

Core Assel Product
Development | Development

Management

CBRN Integrated Architecture—Bringing the Pieces Together

Pacific (contact Mr. David W. Godso —
godso@spawar.navy.mil, for more infor-
mation).

All JRO and JPEO-CBD JPM technical
representatives are encouraged to pro-
vide key technical participants for the

JCBRN DWG and AWG.

SSA ARCHITECTURE TEAM FU-
TURE INITIATIVES

Some of the initiatives on our horizon:
*  Develop and distribute “Net-Ready”
contracts language and specifications
that any program in the CBDP con-
taining a software, network, or data
component can reuse for building
systems that are “net-ready” and
“plug-in” to the CBRN Information

Systems backbone.

*  Work with the SSA Data Manage-
ment Team, JPM IS, JPM Contamina-
tion Avoidance (CA), JPM Bio-
Detection (BD), JPM Guardian, and
JPM Chemical Biological Medical
Systems (CBMS) on defining stan-
dard sensor data formats and proto-

cols.

*  Establish a sensor data repository
that will contain configuration con-
trolled sensor interface specifica-
tions for all of the sensors in use

across the CBDP.

*  Actively track the Net-Centric Op-
erations Warfare (NCOW) Refer-
ence Model (RM), and the Joint
Command and Control (JC2), Net-
Centric Enterprise Services (NCES),
Global Command and Control Sys-

tem

*  Joint (GCCS-)), and Joint Tactical
Common Operational Picture
(COP) Workstation (JTCW) pro-
grams to continually assess their
maturity and update our migration

strategy accordingly.

*  Support the Army Software Block-
ing (ASWB) process with respect to
ensuring that we have the points of
contact and expertise necessary to
support our programs in preparing
for and executing the insertion of
JPEO-CBD programs into the
ASWB. Similarly support and par-
ticipate in analogous other-Service

(Continued on page 6)
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CBRN Integrated Architecture—Bringing the Pieces Together

(Continued from page 5)
processes, such as the Federation of Systems (FedOS) for the United States Marine Corps (USMC).

*  Stay abreast of current and new initiatives across the JPEOCBD JPMs by attending key JPM conferences and JRO Integrated
Concept Team (ICT) meetings.

SUMMARY
Aligning CBRN programs on technical themes, sharing common services, and creating a consistent enterprise migration strategy

are highly dependent on teamwork, and specifically:

*  Active participation from the projects and other stakeholders.

*  Willingness to look beyond an individual project’s needs.

*  Requirements and policy which provides incentives for stakeholders to share and reuse and penalties for redevelopment or
reinvention.

The SSA looks forward to providing future articles to discuss ongoing implementation of the principles and goals of fully interop-
erable, net-centric CBRN capabilities for the Warfighter. For any questions or suggestions, please contact David W. Godso at

godso@spawar.navy.mil.

Article Updates

The following changes have occurred since this article was originally published :

*  The author, David Godso, is now the Chief Systems Engineer for JPM IS.
Implementing the MOU

*  Thomas Swanson is now the point of contact for the JCBRN Architecture Working Group. He can be reached at
tswanson@spawar.navy.mil

N SSA Architecture Team Future Initiatives

The “Net-Ready” contracts language and specifications has been developed and SSA is now working to distribute and to
assist programs in utilizing it.
*  The SSA is working with and supporting the Major Defense Acquisition Program (MDAP) Integration Team to ensure

that JPEO-CBD capability is aligned with MDAP needs.
Summary
*  Claude Speed has taken the duties as Chief Software Architect for the SSA and is the point of contact for architecture

issues. He can be reached at cspeed@spawar.navy.mil.
*  Josh Pressnell has taken the duties as Technical Director for the SSA and is the point of contact for all technical issues.

He can be reached at pressnel@spawar.navy.mil.

Science & Technology

T Dr. Duffy’s Grand Challenge  ing on a keyboard is either diffi-

he SSA Science and Proposal involving a data glove cult or impossible. Potential ap-
Technology (S&T)  and symbolic language has been  plications include the clean-up
group’s Dr. LorRaine Duffy accepted as a SSC San Diego S&T phase of chemical attacks or
and Ms. Sue Floyd organ- proposal, with funds also from spills. Another aspect of this
ized the Third Annual Joint Defense Threat Reduction research proposal is the develop-
Chat Systems Conference, Agency (DTRA). This proposal ment of a symbolic language.
held at SSC San Diego on  offers many different prospects  Research efforts will focus on

18 and 19 October 2006. Dr. for augmenting chat and enabling symbology used in chat now and
Duffy’s presentations for this chat in extreme environments. ways to augment this symbology
conference included For example, one research issue  with color, different symbols, and
“Introduction to Joint Chat/ is to explore the use of a glove  perhaps an auditory display that
Status of DOD Chat Systems;”  that translates gestures into can be used in parallel with other
“Joint Chat Continuing American Standard Code for designations to increase situ-
‘Unofficial’ Requirements List;” Information Interchange (ASCIl) ational understanding and the
“Navy Chat Update;” and characters, which means that speed at which emerging situa-
“Summary of Continuing IRC they can also be used to transmit tjons can be communicated.
Security Issues.” symbols that map into fonts for

use in environments where typ- (Continued on page 8)
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Data Management

The CBRN Data the CBRN Data Model are: tectures (SOA)
Model Update * Fcrcuse?d on supporting the  *  Can integrate with existing
migration of the JPEO Global Command
CBD to a fully net-centric and Control Sys-
Background environment for CONUS tems (GCCS), as
and OCONUS deployed being designed to
The CBRN Data Model is a forces support the com-
joint project that is managed *  Compliant with the DoD ing Joint Command
out of t:'.a JPJM.I?: ‘I')V'th'n the Information Standards and Control (JC2)
overarching Joint Program . tems.
Executive Office for Chemical Reglstr?' (DIS.R) " fl'y;eet:‘;:is for inter-
Biological Defense (JPEO *  Compliant with the legacy " .
CBD). The Software Support Common Operating Envi- operability with
Activity (SSA) Data Manage- ronment (COE) with NATO and/or
translation to and support coalition partners.

ment’s mission is to promote

the interoperability and reuse for the emerging Net-

of CBRN data across all DoD Centric Enterprise Ser- The primary goal is to eliminate
programs that produce or con- vices (NCES) environment |n.teroperab|||ty failures by map-
sume CBRN data. The SSA *  Being designed for use in ping current and legacy CBRN

Data Management Team and Service Oriented Archi- (Continued on page 8)

Integration and Test

(Continued from page 2)
activities are restricted to laboratories, highly controlled closed environments, or M&S. The concern regarding environmental

issues is likely to increase over time and will continue solidifying the utility of M&S in today’s society.

As times have changed, the entire Department of Defense has embraced the use of M&S because of its inherent ability to in-
crease program efficiency by predicting system capabilities along with their shortcomings. The discipline of M&S has become a key
factor in many industries in the areas of design and engineering. From the medical industry to the manufacturing industry, M&S is
currently used in one form or another. The future of M&S is on a growth track as the requirements for military organizations to

use M&S in program development and testing becomes stricter and more defined.

When discussing M&S, it is important to recognize that there are different types of tools. Some M&S tools involve hardware,
actual military equipment, or personnel, while other M&S tools are strictly software based. Because of this, M&S can be decom-

posed into separate categories, which include the following:

®  Constructive —involves simulated people operating simulated systems
®  Virtual — involves real people operating simulated systems

® [ive —involves real people operating real systems

Various functional areas may be defined within the scope of M&S. Examples include acquisition, training, and analysis. M&S capa-
bilities can be constructed using tools that operate in a self-contained manner, or in an integrated federation potentially operating
across a distributed network.

When M&S is required, it is important to carefully evaluate the cost of reusing, integrating, and/or modifying legacy models vs.
the cost to simply develop new models. Factors that might hinder model reuse are: incompatible interfaces, data definitions, mes-
sage formats, model fidelity, roles and behaviors with other models, portability, software support, and run-time performance. M&S
will continue to be a valuable tool in design and engineering when the intended use is well understood, the development proce-
dures are properly followed and documented, model interoperability becomes a serious priority, and leadership makes a serious

commitment to maintain/retain its M&S investments.

If you have any questions about modeling and simulation or the SSA Integration and Test team, contact Jennifer Park at
jennifer.park@navy.mil
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Data Management

(Continued from page 7)
data to a common reference data model and XML schema — a problem that traditional data strategies have ignored. The use of a data

model and XML schema promotes data reuse and standardization. Additionally, this initiative is examining issues of authoritative data
sources, and data validation, verification, and certification. This directly supports the overall mission of the CBRN information systems

to provide valid, useful data on time to the Warfighters.

The promotion and adoption of the CBRN Data Model throughout the JPEO CBD is key to interoperability across all CBRN systems
and the Global Information Grid (GIG). It is also an integral part of DoD’s Net Centric Data Strategy and will provide the basis for data

exchange within the emerging Net-Centric Enterprise Services.

CBRN Data Model version 1.5

The CBRN Data Model version 1.5 is planned for release in January 2007. Some of the changes and enhancements included

in this release are:

® Remodeling of Sensor Section to be more generic and less sensor-model-specific

®  Inclusion of N42.42 Radiation Sensor Specification

® Inclusion of Decontamination (Equipment, Consumables, Tracking)

®  (Categorization Improvements for Biological and Chemical Materiels The CBRN Data

®  Representative Sample Data for Two Use Cases Model version 1.5 is

®  |EM Variables Support and Detailed Mappings planned for release in
January 2007.

The data model will be open for community review at the technical review planned for February 20-21, 2007.

Obtaining the CBRN Data Model and Associated Products
To obtain the CBRN Data Model and to be added to the distribution list, a government sponsor needs to submit a request

to Tom Johnson, the SSA Data Technical Director, thjohnso@nps.edu. The release contains numerous files including a
document that explains what is contained in the release. If you do not have the ERwin modeling software, then the data

elements can be viewed through the HTML files or the data dictionary.

Conclusions
The Department of Defense is progressing towards a Service Oriented Architecture (SOA) and as such is supporting the development
of Net-Centric Enterprise Services (NCES). Though not yet fully realized, JPEO CBD is utilizing the beginning pieces of a net-centric
based architecture. As such, they are aligned with current and future DoD architectural and the Net-Centric Operational Warfare
(NCOW) strategies. This combined effort between the JPEO CBD and the JPMs demonstrates the initial application of creating a JPEO
CBD wide enterprise. It further demonstrates the importance of cross-fertilization of ideas and support within the JPEO community.
By having a common basis for semantics and syntax, future and legacy programs will require a minimum of integration and be interoper-

able within a short time frame.

If you have questions or would like to discuss your data needs, please contact Bill Snee at wsnee@alionscience.com.

Science & Technology

(Continued from page 6)

Dr. Marion Ceruti is leading a team of experts who are developing a research proposal to improve convoy safety for the U.S. Trans-
portation Command (USTRANSCOM). This interdepartmental research program will demonstrate the feasibility of the next-
generation chemical-biological (Chem-Bio) sensors by advancing and integrating development of the ultra-sensitive Micro Electro-
Mechanical Systems (MEMS)-based spectrometer hardware, the J/WARN Component Interface Device (JCID)-on-a-chip firmware, the
Knowledge Amplification by Structured Expert Randomization (KASER) anthrax detector, and the Holster wireless-sensor-network
infrastructure. This will enable automated warning of areas and levels of threat prior to discovering them after they have been entered.
This research project has two major thrusts. One is the development of next-generation individual and arrayed Chem-Bio sensors. The
other is the integration of these sensors into a network where intelligent software agents, data-fusion algorithms, and expert systems
can enhance the user’s ability to retrieve and understand the data, and to act on the results in a timely manner. Another proposal is in

(Continued on page 9)
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Help Desk

(Continued from page 3)
and transition Tier |/Tier 2 capabilities that

provide a high quality, consolidated enterprise
solution. This includes new capabilities from the
CBD IT Tier 2 Help Desk that have been imple-
mented to better serve the Warfighter's needs.
Once directed from the CBRN-IRC Tier | to
the CBD IT Tier 2 call center, the following new
support capabilities are available; SIPRNET Chat
for classified issues, the ability to download the
latest patches and updates as they become avail-
able, automated metrics reporting and a cus-
tomer satisfaction survey to keep us abreast of

how well we are meeting Warfighter needs.

The software download capability has already
provided critical updates to deployed units and
restored degraded or disabled systems to full
operational status within hours, versus the days
or weeks needed to ship a CD. In addition to
readily available software, version specific train-
ing materials, user's manuals, FAQs and other

self-help materials are provided on the website.

The SSA Help Desk continues to meet with the
Joint Program Managers (JPMs) to gather infor-
mation and discuss consolidated CBD IT Help
Desk availability, capabilities, and implementation
requirements. Many of these programs are
members of families of systems and as such will
benefit from a consolidation of those Help Desk
services for all programs within that family.

Cost effectively coordinating the IT support
between these programs is a significant benefit

of the consolidated CBD Help Desk solution.

JPEO-CBD programs interface with many pro-
grams external to the JPEO-CBD Enterprise,
including databases from which program infor-
mation is drawn and the Command, Control,
Communications, Computers and Intelligence
(C4I) systems that host the JPEO-CBD pro-
grams. The SSA Help Desk assists in establishing
necessary interfaces with these external pro-
grams through the development of Business
Rules. Business Rules are basically a Memoran-
dum of Understanding between the Help Desk,
the applicable JPM, and an external program
defining the processes by which reported prob-

lems will be handled and by whom.

Contact the SSA Help
Desk team to discuss your
Help Desk needs

If you have questions about the CBD Help Desk
solutions, please contact the SSA Help Desk,

Paul Miller at pmiller@spawar.navy.mil.

=

Science & Technology

(Continued from page 8)

Chem-bio and toxic

progress involving the same group of scientists and engineers and concerning the same technology
to be submitted as an Advanced Concept Technology Demonstration (ACTD).

Dr. Meriah Arias-Thode, attended the Association of the United States Army conference in
Washington, DC, 9-12 October 2006. She talked with several personnel working on Chem-Bio
related topics and has written a trip report available for any who may be interested. She is consid-
ering setting up a database of S&T abstracts. She met with Al. J. Mauroni, author of the book

Where are the WMD'’s? The Reality of Chem-bio Threats on the Homefront and the Battlefront.
Mr. Mauroni works with Northrop Grumman and supports the DTRA CB Directorate. The pri-
mary message of his talk was that 20-30-year-old buried Weapons of Mass Destruction (WMDs)
are not a threat, but the real threat to the US is that the technical expertise of the scientists likely
still exists. Moreover, he stated that Chem-Bio and toxic industrial materials and chemicals are
more of a threat than are nuclear weapons today, and that the Army needs the following improve-
ments in Chem-Bio defense: better method of testing potential hazards, in place of outdated M8
paper on the end of stick; improved medical countermeasure; and modern methods for decon-

industrial materials

and chemicals are
more of a threat than
are nuclear weapons

today

tamination of inorganic material and buildings.
For more information regarding these efforts or SSA S&T in general, contact the SSA S&T lead,

Dr. LorRaine Duffy at lorraine.duffy@navy.mil.
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